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Security Concerns in Cloud Computing 

Attack types – considering resource sharing issue 



VM consolidation – What and why ? 

How	  do	  we	  ensure	  that	  our	  data	  in	  the	  Cloud	  is	  not	  living	  with	  a	  malicious	  neighbour?	  



 
a)  The Compartment Isolation Approach of Secure Virtual 

Machine Consolidation 
b)  Security Profiles for the Virtual Machines 
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Proposed Approaches 



Secure VM Consolidation 

SIR model 
•  Susceptible 
•  Infected 
•  Recovered 

Using the isolated compartment strategy;  
separation of VMs reduces the probability cross computer malware spreading.  

The Compartment Isolation Approach of Secure Virtual Machine Consolidation 
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Secure VM Consolidation 

Security Profiles for the Virtual Machines 
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Security Profiles for the Virtual Machines 

Secure VM Consolidation 
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Internal vulnerability 
Internal vulnerability and Intrusion analysis score 
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Ranking of the security  profiles of the VMs 



VM Migration Selection 

1.  Random Selection (RS) 

2.  Minimum Migration Time (MMT) 

3.  Maximum correlation (MC) 

4.  Minimum Utilization (MU) 

High level procedure of the VM migration 

VM Migration Placement 

1.  Local Regression (LR) 

2.  Local Regression Robust (LRR) 

3.  Median Absolute Deviation (MAD) 

4.  Static Threshold (THR) 



Secure VM Selection Algorithm (SBS) 



Secure VM Placement Algorithm (SBP) 



Simulation Setup 
 
a)  CloudSim Simulator 
b)  PlanetLab Workload 
c)  Power  Consumption Profile 
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Virtual Machine Details 

Total MIPS of VM 2500 
Total PES (Processor unit) of VM 1 
Total RAM of VM 1024 MB 
Network Bandwidth of VM 100 Mbit/s 
Total Storage size of VM 2.5 GB 

Physical Machine Details 

Total MIPS of PM 2660 
Total PES (Processor unit) of PM 2 
Total RAM of PM 8192 MB 
Total Storage size of PM 80 GB 

VM and PM initial configuration for simulation  
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Security aware VM consolidation comparison for low-
medium workload for 800 hosts 
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 Energy consumption versus security graph when the number of PMs 

are 1000, 2000 and 3000 
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Security level vs. energy consumption in multiple 
security-aware algorithms 



•  Introduced the compartment isolation technique to achieve the security aware VM consolidation.  

•  Different types of simulation setup and the subsequent result confirms that there are no abrupt 

changes in power consumption to achieve security aware VM consolidation. 

•  The solution presents an added protection measure with the minimal impact on energy efficient 

algorithm. 

•  This work could be extended to improve the VM reliability as well as security and energy 

consumption. 
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Conclusions 


